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1	Decision/action requested
[bookmark: _Hlk85214347]It is proposed to change the declared security properties of Solution #2.5 in TR 33.846
2	References
[1]		3GPP TR 33.846 V0.13.0, Study on authentication enhancements in 5G System
[2]	3GPP TSG-SA3 Meeting #104-e, S3-212407, Observations on TR 33.846
3	Rationale 
As a result of the previous meeting (SA3#104-e) there was published a new document S3-212407 [2] containing observations on solutions presented in TR 33.846 [1] and revealing a number of concerns regarding the declared security properties. 
The current document contains amendment proposals to the solution from the clause 6.2.5 of the TR 33.846 [1]. The issue of the need for changes is caused by the attack described in section 2.5 of the S3-212407 [2] document, so we invite SA3 to consider these points.
3.1	Problem description
According to the TR 33.846 [1] document the solution #2.5 is supposed to address key issue #2.1 (linkability attack by using failure message code, hereinafter referred to as "LFM attack"). 
However, the S3-212407 [2] document demonstrates that this solution additionally addresses key issue #4.1 (protection of SQN during AKA re-synchronisations, hereinafter referred to as "AMA attack"), as it is clear that if AUTS is encrypted, the adversary cannot obtain any information about SQNMS.
3.2	Proposed changes
Since the solution #2.5 additionally addresses key issue #4.1 we propose to add this point to the Table 6.0-1 “Mapping of solutions to key issues” and to the clause 6.2.5.1.
4	Detailed proposals
[bookmark: _Toc467658313][bookmark: _Toc482970147][bookmark: _Toc22397242][bookmark: OLE_LINK21]*************** Start of Change 1****************
[bookmark: _Hlk85023387][bookmark: _Toc49376167][bookmark: _Toc49376117][bookmark: _Toc48930868]Table 6.0-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	#1.X
	#2.1
	#2.2
	#3.1
*)
	#3.2
	#4.1
	
	

	Solutions for anchor keys security
	
	
	
	
	
	
	
	

	No solution so far
	
	
	
	
	
	
	
	

	Solutions for resilience against identifier linkability
	
	
	
	
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	
	x
	
	
	
	x
	
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	
	x
	
	
	
	x
	
	

	#2.3: Unified authentication response message by UE
	
	x
	
	
	
	
	
	

	#2.4:  MAC-S based solution
	
	x
	
	
	
	x
	
	

	#2.5: Encryption of authentication failure message with SUCI method
	
	x
	x
	
	
	x
	
	

	#2.6: Certificate based encryption of unicast NAS message
	
	x
	
	
	
	x
	
	

	…


*************** End of Change 1****************

*************** Start of Change 2****************
[bookmark: _Toc81322618]6.2.5	Solution #2.5: Encryption of authentication failure message with SUCI method
[bookmark: _Toc530127371][bookmark: _Toc81322619]6.2.5.1	Introduction
This solution addresses key issue #32.1: “Mitigation against the linkability attack” and key issue #4.1: “Protection of SQN during AKA re-synchronizations”. 
*************** End of Change 2****************

*************** Start of Change 3****************
[bookmark: _Toc530127373][bookmark: _Toc81322621][bookmark: _Toc81322615]6.2.5.3	Evaluation
In this solution, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI and sends it to the core network. Only the NF in the core network can decrypt and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user's untraceability and mitigating the linkability attack. 
The solution fulfils the potential security requirements from Key Issue #2.1: "The 5G system shall support mechanisms to mitigate the Linkability attacks". The solution only addresses one kind of linkability attacks which are based on recognising SYNC and MAC failures.
The visited network is impacted, and backward compatible.
The UE constructs a scheme-input including 5GMM Cause (MAC failure), the length of which may exceed the current maximum length of MAC failure message. Hence the size of the MAC failure message may be impacted.
This solution relies on the availability of SUCI mechanism. If the 5GS or the UE does not support the SUCI mechanism, the solution cannot work. 
If AUTS is encrypted, it is clear that the adversary cannot obtain any information about SQNMS, so the solution can also address key issue  #4.1.
*************** End of Change 3****************

